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ABSTRACT
Presented herein are techniques for overlaying policy modification into historical
rule hits and events to enable an administrator to visualize changes that have caused traffic
matches to go up and/or down. This visualization, sometimes referred to herein as the
visualization of a "Rule Heartbeat,” provides a new dimension in network security that
facilitates optimization of network polices, but also elevates the experience in the network
security ecosystem.
DETAILED DESCRIPTION
In the network security eco-system, monitoring and managing of rule usage in
devices is very critical. For example, over a period of time, firewall rule bases can become
inefficient as rules become disorganized, causing some rules to become ineffective. This
primarily occurs because of a lack of timely notification to end users when new rules, or
changed rules, are added, which can adversely affect other rules in the rule base. This, in
turn, leads to device performance issues and can be a problem for end users. Conventional
approaches to monitoring and managing of rule usage lack any type of mechanism that can
be used to analyze policies and explore the redundant anomalies in a rule.
As such, presented herein are techniques that empower an administrator to visualize
the anomalies in a rule from the policy table itself and enable the administrator to optimize
the rule base (e.g., firewall rule base). In particular, this new visualization mechanism,
sometimes referred to herein as the visualization of a “Rule Heartbeat,” includes the rule
history, hit counts and events in one plane for better articulation. The visualization
provides an overview of all the rule activities which is pinned with the rule timeline. The
timeline also projects the historical hit counts of all the shared devices, as well as the events,
occurred due to this rule. These capabilities enable an administrator to visualize the
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changes that, for example, have caused traffic matches to go up and/or down and,
accordingly, enable the administrator to optimize the associated policy/policies.
The visualization techniques presented herein provide the ability to quickly obtain
a snapshot of the critical events being in the context. The visualization techniques also
provide a list of individual devices, as well as the rule(s) shared with and their respective
rule hit counts. The visualization techniques further provide a snapshot of the objects, the
rule(s) that the objects are using, and their individual participation to this rule by providing
a hit counts. The visualization techniques also provide a quick analysis of hits and events,
and the snapshot concludes with a rule usage percentage and identification of devices that
are assigned with a rule, but not in use.
FIGs. 1-5, below, provide a product design specification for the visualization
techniques presented herein.
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FIG. 1
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FIG. 2
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FIG. 3

Sarkar: ANALYZING AND ARTICULATE RULE PERFORMANCE TO INCREASE EFFICIENCY

Published by Technical Disclosure Commons, 2019

5

5922X

6

FIG. 4
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FIG. 5
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